
Effective Online
Security Tips

Simple steps to help protect your information and 
transactions

• Avoid using public computers or unsecured Wi-Fi networks (such as 
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• Never respond to emails, calls, or messages requesting online banking 
�—�•�‡�”�•�ƒ�•�‡�•�á���’�ƒ�•�•�™�‘�”�†�•�á���‘�”���Ž�‘�‰�‹�•���…�”�‡�†�‡�•�–�‹�ƒ�Ž�•�ä

• Be �…�ƒ�—�–�‹�‘�—�•���‘�ˆ���ˆ�ƒ�•�‡���˜�‹�”�—�•���‘�”���•�‡�…�—�”�‹�–�›���ƒ�Ž�‡�”�–�•���–�Š�ƒ�–���ƒ�’�’�‡�ƒ�”���ƒ�•���’�‘�’�æ�—�’�•�ä�����‘��
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• Understand that banner ads may contain hidden malware that can 
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• Create �•�–�”�‘�•�‰�á���•�‡�…�—�”�‡���’�ƒ�•�•�™�‘�”�†�•���ƒ�•�†���•�‡�‡�’���–�Š�‡�•���’�”�‹�˜�ƒ�–�‡�ä�����˜�‘�‹�†���—�•�‹�•�‰��
easily guessed information such as birthdays, pet names, or common 
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• Use complex passwords that include upper- and lowercase letters, 
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• ���‘��not store password lists on your computer or keep them written 
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• Never �•�Š�ƒ�”�‡���›�‘�—�”���Ž�‘�‰�‹�•���������‘�”���’�ƒ�•�•�™�‘�”�†�•���™�‹�–�Š���ƒ�•�›�‘�•�‡�ä
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